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Abstract
In this paper we describe a solution
based on a permissioned blockchain to
facilitate the auditing of tw-DRG
inpatients’ claims so that the DRG creep
cases can be decreased. Two smart
contracts will be designed to cover
scenarios in tw-DRG inpatients’ claim
process and be deployed on the
permissioned blockchain, they are the
Patient-Provider Service Contract (PPS)
and the Coder Classification Contract
(CCC), respectively. The PPS would log
all the medical services provided by
healthcare providers with the providers’
encrypted  signatures  during an
inpatient’s stay in a hospital. The CCC
will audit the coder’s tw-DRG
classification based on an artificial
intelligent (Al) system. Once approved
by the Al system, the coder submits the
tw-DRG classification and his/her
encrypted signature to the blockchain’s
distributed ledger so the insurer can
share all the information that is required
to audit the inpatient’s claim. By
leveraging the distributed, irreversible,
and incorruptible nature of a blockchain,

it is hoped that a platform where
tw-DRG inpatient’s claims can be
audited more effectively to reduce the
DRG creep cases is developed.
Keywords. Permissioned blockchain,
DRG creep, Smart contract, Encrypted
signatures, Artificial intelligent, tw-DRG
inpatient.
1. Introduction

Medical insurance fraud claims are
causing billions of dollars losses around
the world. In US, medical fraud claims
cost tax payers over US$80 billion a
year [1]. In Taiwan, the total amount of
medical fraud claims submitted to
Taiwan’s Health Insurance Bureau
exceeds US$70 million in the year 2015
alone [2]. A broad array of scenarios
constitutes medical insurance fraud
claims, one of the scenario is DRG
manipulations or DRG creep. Here DRG
(Diagnosis Related Group) is a system
to classify hospital stay cases of similar
resource use into groups, which is based
on diagnosis and procedure coding using
the International Classification of
Diseases (ICD) [3], and other important
information such as age, gender, weight
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at admission, length of stay (LOS),
discharge status, co-morbidity,
complication, and hospital expenditure
of individual patient admissions. In
Taiwan, Phase | and Il of tw-DRG
started in 2010 and 2014, respectively,
and the Phase Il tw-DRG, based on
ICD-10, is scheduled to start in March,
2016. However, due to the ambiguity of
the DRG coding system, DRG
manipulations or DRG creep by
hospitals or physicians had been widely
documented [4]. These DRG
manipulations often do not focus on
patients’ needs but rather manipulate
diagnostic  coding to  maximize
reimbursements.

According to  Pongpirul  and
Robinson [4], DRG creep is categorized
into three kinds of practices: corporate,
clinical, and coding practices. Corporate
DRG creep practice includes
manipulations directly related to hospital
management, administration, or finance
by the executive board or the hospital’s
director. Clinical DRG creep practice is
due to clinical activities by health care
professionals, which includes: premature
discharge, dump high-cost patients [5],
reporting signs or symptoms that
patients did not have [6]. In a survey by
Wynia et al. [7], 39% of 1,124 US
physicians reported making
exaggeration  of  patient  clinical
conditions sometimes or more often.
Decreasing inpatients’ length of stay is
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also a common reported DRG creep [8].
Coding DRG creep practice usually
refers to upcoding by a hospital coder, in
which patients are misclassified from
lower-paying DRGs into higher-paying
DRGs to receive higher reimbursements
[8]. Upcoding can happen if the coding
process starts after a patient’s discharge
and the coder challenges the physician
by switching between the primary and
secondary diagnosis [9],[10]. Another
type of upcoding is exaggeration of
codes by coders with more secondary
diagnosis without supportive medical
records by the physician [9],[10]. For a
review, see [4].

Traditional medical insurance fraud
detection is based on the rules
established by experts to identify
fraudulent cases [11]. In US, as
electronic medical records (EMR) is
mandated in 2014 by the American
Recovery and Reinvestment Act,
data-driven approaches for medical
insurance fraud detection based on
claimants’ behavior trajectory big data
and machine learning techniques have
emerged. However, EMRs are not
designed to manage patients’ life-time
medical records [12], [13]. The
system is a complex
ecosystem with multiple stakeholders,
which leads to challenges in operational
efficiencies. At the same time, to
account for data security and privacy,
ownership and trusted access to medical

healthcare
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data must be considered. Due to these
complex  granularities,
medical insurance fraud detection
approaches have the difficulties in
access to the life-time medical records
[14], [15]. In this regard, interoperability
or data sharing between patients,
different healthcare providers as well as

data-driven

insurers pose great challenges to
effective  medical insurance fraud
detection. Interoperability is also a

critical component supporting Patient
Centered Outcomes Research (PCOR),
which helps patients and their care
providers communicate and make
informed healthcare decisions, allowing
their voices to be heard in assessing the
value of healthcare options [16].

In this paper we describe a solution
based on the blockchain technology to
facilitate the auditing of tw-DRG
inpatients’ claims so that the DRG creep
cases can be decreased. The solution
would log all the medical services
provided by the healthcare providers
during an inpatient’s stay in a hospital.
These logs need encrypted digital
signatures by the healthcare providers as
well as the inpatient. To be able to start
the claim process of the inpatient’s stay,
a threshold amount of services with
encrypted digital signatures is required.
Later on, the logs are stored on the
blockchain’s ledger and the coder is
notified, who needs to classify the
inpatient’s DRG category based on the
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logs and the other information of the
inpatient. The coder’s DRG
classification needs to be audited by an
artificial  intelligent system. Once
approved by the artificial intelligent
system, the coder submits the DRG
classification with his/her encrypted
digital signature to the blockchain’s
distributed ledger to be shared with the
insurer. By leveraging the distributed,
irreversible, and incorruptible nature of
a blockchain that serves as a repository
of information, it is hoped that a
platform where tw-DRG inpatient’s
claims can be audited more effectively
to reduce DRG creep cases can be
developed.

2. Background

In healthcare industry,
seeking to apply blockchain’s distributed
ledger and decentralized database
solutions to the critical issues of

research is

interoperability, as well as data security
and privacy. Figure 1 illustrates the
scenario of using blockchain in the
healthcare information system.
Blockchain was first introduced by
bitcoin [17], but its practical uses extend
far beyond cryptocurrency exchanges.
The blockchain network is a distributed,
peer-to-peer  network,
among which a group of peers validate
transactions, which are governed by the
terms of a smart contract, through a
consensus protocol [18],[19]. A smart
contract consists of a program code that

decentralized
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runs on the blockchain by all nodes, a
storage file, and an account balance,
agreed by two or more transacting
parties  [20],[21]. By extending
blockchain’s smart contracts to network
management or connecting myriad
medical devices, blockchain technology
will drive innovation in healthcare
services and administration [22].

Blockchain of Personal Health Information

Big Data

Figure 1. When a health care provider

(hospotal, clinics, nursing, pharmacy)
creates a medical record, the record is
encrypted and a digital signature would be
created to register the record in the
blockchain. At the same time, the patient is
notified that health data was added to his

blockchain.

Transactions

“Smart Contract”

Value State

Replicated, Shared Ledger

Figure 2. The information flow of a smart
contract (Source: [23])
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Once deployed to the blockchain, the
contract's code is invoked and executed
automatically whenever it receives a
message, either from a user or from
another contract. While executing its
code, the contract may read from or
write to its storage file, and pass a return
value back to the sender. Figure 2
illustrates the information flow of a
smart contract. Ensuing invocation(s)
are ordered by a leading node and
broadcast to validating peers for
Following validation,
transactions are recorded to the ledger in
blocks. The ledger is then distributed to
all network nodes through replication.

The shared ledger is the single
source of truth with the entire history of
validated transactions on the blockchain
ledger’s integrity is
checked whenever a new transaction is
added and a consensus process is carried
out by trusted peers. Any discrepancies
in the shared ledger are resolved through
consensus. The shared ledger
is tamper-proof as time-stamped
cryptographic signatures are used to
prove that the right participants have
added the right transactions at a specific
time. For the above characteristics, one
often leverages blockchain technology
to establish a shared ledger with one or
more owners that enables real-time
adjudication, transparent
agreements between stakeholders. In
summary, such a distributed ledger may

consensus.

network. The

claim
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offer major benefits as follows:

1) Reconciliation through consensus.
Healthcare providers and the health
insurance companies, currently
send messages to each other to pass
on details of the claims, and then
update their own ledgers separately.
There is no reliable way to ensure
that these separate copies match.
Blockchain can solve this by
reaching to a consensus state of the
ledger through a protocol, and
sharing the same reconciliation
copy of the ledger to all the parties,

2) Access control. Blockchain
technology  uses keys and
signatures to control who can
access the ledger with a specific
privilege. For example, a payer
may have a ‘view key’ that allows
him to audit a provider’s
transactions.

3) Transparency and privacy. The
decentralized nature of the
blockchain has a high degree of
transparency since all members in
the network have a complete copy
of the ledger. At the same time, a
distributed ledger combined with
cryptographic  signatures ensure
that an adversary cannot learn
anything from the shared ledger as
only hashed pointers and encrypted
information are contained within
the transactions.

4) Tamper-proof to facilitate external
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auditing. A transaction s
incorporated into the blockchain
using a public and private key,
which provides a timestamped
record so that the integrity and
authenticity of the transaction at a
specific time point can be
independently  verified. Any
changes made to the original
transaction  generated  different
public and private keys indicating
that transaction had been altered.

In the following, we consider a
permissioned blockchain that restricts
participants of a blockchain’s network
[24]. The structure of the proposed
permissioned blockchain’s network is
given.

3. Solution Architecture

The solution is a platform that
leverages a permissioned blockchain to
enable transparent transactions between
stakeholders. Four types of stakeholder
groups form the consortium of
participants in the blockchain network,
they are: tw-DRG inpatients, healthcare
providers, coders, and insurers. The
permissioned blockchain network has an
enrollment authority that requires
stakeholders to register for long-term
identity credentials. Together the wallet
service, with which the end-users store
their key material to submit their digital
private signatures to the network, the
enrollment authority is in charge of
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stakeholders’ transaction certifications
in the network.

Smart contracts that would automate
the stakeholders’ transactions will be

deployed to the permissioned blockchain.

Smart contracts are  applications
designed to be decentralized,
autonomous, and  pseudonymously
running on the blockchain at graduated
stages of increasing automation and
complexity [18],[19],[20]. Thus, the
blockchain could be one potential path
to artificial intelligence (Al).
Transparency and interoperability of
theses transactions to the consortium can
be guaranteed due to the distributed
nature of the blockchain network.

Due to the complexity of the auditing
of tw-DRG inpatients’ claim process,
two smart contracts will be designed to
cover all scenarios and be deployed on
the permissioned blockchain, they are
the Patient-Provider Service Contract
and the Coder Classification Contract,
respectively. Due to the cost, only data
that is needed for the smart contracts to
be executed can be added to the
blockchain. Additional detailed clinical
information would be stored as a
reference URL associated to applicable
transaction in the blockchain. In this
way, the amount of data shared by the
nodes is minimized and interoperability
IS maintained.

3.1 Smart Contract: Patient-Provider
Service Contract (PPS)
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Patient-Provider ~ Service  (PPS)

Contract is a smart contract with
stipulations regarding tw-DRG clauses
of medical treatments to be provided and
hardcoded into the program beforehand.
With a multi-signature authorization
scheme, each of the healthcare providers
as well as the inpatient has a digital
private key needed to submit encrypted
signatures to the contract. Upon arriving
at an inpatient’s ward with a sensor
connected to the blockchain network,
the provider’s timestamped encrypted
signature for the medical service
provided is sent using his/her
smartphone or any network connected
device to the smart contract. In this way,
an auditable history of medical
between inpatients and
healthcare providers are logged, and a
tamper resistant check-in device to keep
track of the pieces of services by the
healthcare providers that are relevant for
the tw-DRG is provided.

To get the contract executed, a
threshold amount of medical treatments
signed by the healthcare providers must
be achieved. Finally, the encrypted
signature of the inpatient is also required
to get the contract executed. Once
executed, a transaction with all the logs
of inpatient’s medical services during
his/her stay in a hospital is submitted to
the blockchain. In this way, conspiracy
must take place in order for abuse to be

interactions

undertaken, as no single individual has
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the unilateral ability to abuse a system
[25]. If the required signatures can not
be obtained before certain amount of
time,
predefined termination based on an
nLockTime clause.
3.2 Smart Contract:
Classification Contract
Upon the discharge of the inpatient
from the hospital, and the PPS contract
submits the transaction to the blockchain
network with all the digital signatures of
the healthcare providers and the
inpatient. Once the transaction is added
to the blockchain’s ledger, a signal that
gives the coder a notification is issued.
The coder then starts the Coder
Classification Contract (CCC). At this
stage, the CCC coder issues a query
request with a data pointer to the
provider's database to return the
inpatient’s data. The query string is
affixed with the hash of the inpatient’s
data to guarantee that data have not been
altered at the source. With the inpatient’s
data, the coder classifies the inpatient’s
category. Once the coder classifies the
inpatient’s category, artificial
intelligence (Al) and data analytics layer,
which integrates  with  provider’s
database and the National Health
Insurance Research (NHIR) database of
Taiwan, is invoked to further automate
the auditing of the classification by the
coder. The coder’s classification needs
to pass the auditing of the Al and data

the PPS would follow some

Coder
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analytics layers. Once passed, the coder
sends his digital signature, and the CCC
contract gets executed to submit a
transaction with a tw-DRG classification
for the inpatient claim. At the same time,
a signal that gives the issurer a
notification is issued. Figure 3 illustrates
the backend implementation of the
solution platform.

4. Conclusion

This study proposes a platform though
which a consortium would share medical
information to drive interoperability, and
the auditing of the healthcare providers’
services as well as the coder’s
classification. The platform uses smart
contracts to orchestrate a tw-DRG
inpatient’s claim process,
authentication logs of medical services
are recorded to facilitate care
auditability and data sharing. The
objective is to leverage the blockchain
technology to drastically reduce DRG
creep due to either clinical activities or
coding practices.

Not only that, the potential uses of
blockchain technology in healthcare are
multiple and varied. Recently, due to the
concerns in privacy, Google’s DeepMind
has adopted a blockchain protocol in the
deal with Royal Free London Stream to
build an application that distinguishes
kidney issues for hospital patients. It can
be expected the blockchain technology
and artificial intelligence using machine
learning are having more and more

in  which
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interlaced relationships in healthcare.

Provider’s Insurer

database

CCC contract

Blockchain
Ledger

I. PPS contract

NHIR Inpatient

database

Figure 3 The structure and the workflow of
the blockchain network. Four types of nodes
healthcare
The
workflow starts from the Patient-Provider

on the network: the insurer,

providers, inpatients, and coders.
Service (PPS) Contract. After the execution
of the PPS, the coder is notified and the
Coder Classification Contract (CCC) is
invoked. The coder’s node is connected to
an Al

provider’s database and the National Health

layer, which integrates with
Insurance Research (NHIR) database to

audit the coder’s classification.
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