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ABSTRACT 

 Now-a-days mobile technology 
rules the world and people consume 
everything with the mobile application. But 
the hidden fact is there is serious drawback 
of privacy breach on those geosocial 
applications. A well known geosocial 
application is foursquare in which huge 
amount of peoples communicates with their 
surrounding but there is a maximum 
possibility of misused such as tracking the 
user. In this paper we proposed a Location 
based methodology in concentrating the 
user’s privacy such access from 
unauthorized users or tracking the user 
location. Generally user’s forms a 
community and share their secrets as well as 
transformation, even though server track 
location by the queries our proposed 
application guarantee the privacy can’t be 
shared by the unauthorized users.  And it 
also shows the geo locations were the 
tracing is happening and secure transmission 
by means of cryptography in a most 
convenient manner as suitable for all mobile 
devices currently in used.  

Keywords: Location-based social 
application, location transformation, 
location privacy, security, efficiency 

INTRODUCTION 

 Technologies becomes trendy 
peoples use smart phones application 
offered by androids and i-phones for 
downloading as well as data transformation 
purposes. And mobile technology is the 
dominant technology with an emerging 

concept of geosocial application in 
developing GPS location services for 
enabling social network around the world. In 
which geo networking is a method of 
establishing network connection who is 
match with certain attributes like interest, 
local people, etc by means of IP based 
services.  The enormous growth and usage is 
mainly due its advantages like by means of 
location they can easily find the nearby 
shopping mall or places as they required. In 
this analyze the location transformation 
needs to concern in an effective manner; by 
means of mobile network moving from one 
location to another it can make the 
possibility of unauthorized user to track the 
user information. The another major thing is 
to be discussed is security, due to the 
transparency of the technology the user 
sharing the secrets can possibly tracked by 
the hacker. Next thing is the location privacy 
it is still in developing stage how maintains 
the user location privacy in efficient manner. 
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Fig 1 Location based service 

In the fig1 shows generally how the location 
based services are generally processed. In 
this foursquare is famous application user 
for local search and discovery services for 
entertainment places in your area based on 
the mobile location. In which the user with 
their social network members are searching 
a centralized restaurant in their area. By 
means of the application location based 
service request is sent to the service provider 
and those providers sent the result with the 
verifications code.  The increased usage of 
mobile application and major privacy 
drawback behind those technologies grabs 
the attention among the researchers in 
improving the security terms in a well 
manner. And the related works based on 
these fields were discussed in the below 
section.  

RELATED WORKS: 

On discussing about the location 
based services there are three categories on 
providing location privacy such as firstly 
spatial temporal and cloaking [1] [2] [3] [4] 
[5]. On these work instead of values an 
approximate location and time is 
communicated to the user. In these works 
the privacy is improved by hiding the user 
location among the anonymity but the 
simple mechanism is easily attacked by the 
unauthorized users on the spatial temporal.  
Then the cloaking can be achieved by the 
mechanism of Pseudonyms and silent times 
[6], [7] in which the device identifiers are 
frequently changed that does not supports 
frequent transmission for a long periods at 
regular intervals. The next category is 
location transformation in which the major 
issue is neighbor by user query enables to 
find the accurate user locations.  According 
to Blind evaluation using Hilbert Curves [8] 
only approximate neighbors only can be 
possible.  In addition to it the nearest 

neighbor queries and the trusted third parties 
influence in performing the location 
transformation between the server with the 
user were discussed on [9] [10]. The third 
category on this is work based on PIR in 
providing a strong location privacy by using 
special hardware’s [11] [12]. Among these 
the resistant against attacks by means of 
monitoring continuous queries where 
discussed on [13] [14].  Some of the popular 
applications based on the location 
information’s are social rendezvous [15], 
local friend recommendations for dining and 
shopping [16], [17] The networking services 
for games and explosive popularity of 
mobile social networks such as SCVNGR 
[18] [19] [20].  But the general fact on these 
applications are increased the risk on 
maintaining the personal privacy.  An 
analysis on [21] [22] [23] shows on real 
world examinations the location 
information’s were mainly misused for the 
purpose for economic gain, physical stalking 
and to gather legal evidence. Another 
challenging issue of data security was 
discussed by Persona [24] and Adeona [25] 
they are depends on encryption. The server 
stored all the user location in order to protect 
the data Persona in his work focused on 
privacy in online social networks, and 
Adeona deals the term of privacy by using 
the tracking device system by means of 
these is no data sharing among users. But 
these encryption techniques are successful 
among the user in retrieving own data, but 
not the data from her friends.  
 
EXISTING SYSTEM 

In the existing system the privacy in 
geosocial system is maintained by the 
trusted servers based on applying the 
anonymization to user identities and private 
data, using PIR private information retrieval 
technique. However the design mechanism 
protects user privacy effectively by means of 
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cryptography it does not supports the system 
accuracy. It raises the trustworthiness among 
the server by means of assuming the 
intermediates that can be compromised and, 
therefore, are un-trusted. Generally there are 
two types of queries required for supporting 
the functionality of geosocial application 
such as point queries and nearest neighbor 
queries. In which the point query is for 
determining the user location and another 
one for locating the nearest. But in those 
existing systems there is no way in hiding 
the user location. In another aspect all the 
user locations and user networks locations 
are stored in the server database. There is 
maximum possibility in accessing of those 
databases by the hackers.  In which the three 
categories providing location privacy in 
general LBSs that do not specifically 
targeted on social applications in an 
effective manner. Moreover the 
enhancement of security system by means of 
cryptography is not prominent to the real 
time scenario as it was easily predicted by 
the unauthorized user. There is no 
encryptions are available for latitude and 
longitude which make more simple in 
tracking the user location.  
  
PROPOSED SYSTEM 

As discussed above in order to solve 
the location privacy problem in the 
geosocial application, a mobile application 
is developed which encrypt the location of 
the user and stored in the service provider. 
Even though the hackers access the server 
the user location is preserved. In detail, an 
application is developed to be used within 
the organization. In which the user along 
with the network get authorized and able to 
share the information within the limit. If any 
other user outside the limit is entering by 
means connecting with server our proposed 
mechanism able to monitor them and their 
location is also can be traced in an effective 

manner. A fair thing with our proposed 
system is it can be applicable to most of all 
mobile application and simple to import as 
well as maintenance. To enable our 
proposed system more prominent, we 
introduced an enhanced encryption 
mechanism such as Advanced Encryption 
Standard (AES) to maintain the privacy in 
data storage. The AES mechanism is 
explained in implementation section. 

 

Fig 2: Data storage system using proposed 
methodology 

As explain the fig 2 shows the user is 
connected with the network and those data’s 
are stored in index server and shared by the 
data server in which the proxy is act as the 
mediator. The secrets between both the user 
can be shared by assuring their location in 
data server and the data is communicate to 
the other end user in encrypted form . By 
which the original data is decrypted by the 
authorized user who has the key which 
originally shared by the sender. This way 
ensures the location as well as data privacy 
in a secured manner within the network.  

IMPLEMENTATION 
METHODOLOGY 
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In the section we discuss about the 
development of proposed application using 
net bean framework in a java platform along 
with the working methodology. Before 
starting the application is targeted to be 
based on education institution in sharing the 
staff progress and those activities were 
monitored by the admin. 

 

Fig 3: Proposed Framework design 

Location Updater: The application is 
developed in such a manner it is connected 
to wifi and a network connection is 
established within the organization. The 
location updater in the application furnishes 
the user location at regular interval which 
was stored in the server in a encrypted form. 
If a request is sent to the location service it 
response by means of currently-available 
location providers such as WiFi and GPS. In 
this method certain rules are generated in 
order to restrict the unauthorized users and 
protect from violation behaviors attempt by 
the users. 

Location transformation: By means the 
changing the user location the degree values 
can vary and fake location data is used. 

These fake locations are effective for those 
affecting the accuracy and frequency 
affected by the location permissions you've 
requested and the parameters you pass to 
Location Services with the request.  

Security: In this mechanism the user who 
wants to share their location initially need to 
enter their No and the corresponding secret 
key for that user name. Then the server 
stores those details, so if anyone wants to 
access the other location only if the secret 
key match with the server otherwise the 
anonymous behavior is traced and tracked 
by the admin.  In this we use AES algorithm 
for storing the transform location and it’s a 
128 bit block process the steps behind the 
algorithm is state’s below; 

• Initially the set of round keys were 
derive from the cipher key.  

• The state array is initialized with the 
block data (plaintext).  

• The initial round key is then added to 
the starting state array.  

• A  nine rounds of state manipulation 
is performed 

• Next the tenth and final round of 
state manipulation is processed. 

• Copy the final state array out as the 
encrypted data (cipher text) 

RESULT AND DISCUSSION 
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Fig 4: Connection establishing 

 

Fig 5: User information with policy 

From fig 4 & 5 it shows the application is 
started and the initial stage of user entering 
their details with accepting the policy. Here 
choosing the service provide WIFI which is 
shown on the result. The user information 
contains details about staff, their college etc. 
Then those data were updated to the process. 

 

Fig 6: Searching by staff ID 

 

Fig 7: Admin Process 
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Fig 8: Shared result 

Once all the staff details are enters a well 
formed network is connected by means of 
wifi. If a user wants to access the location of 
another user within the range he can select 
the user by giving the ID as shown in fig 6. 
Meanwhile the admin undergoes checking 
the secret key and validate the user. If the 
key matches the original data is decrypted 
and shared to the requested user as shown in 
fig 8. Otherwise the admin monitor the 
unauthorized user and its location is tracked, 
preventive measures were taken by the 
admin. Thus achieving the security along 
with location privacy with accurate and 
location frequencies.  

CONCLUSION 

In this paper the drawback of 
location based system using existing 
approach were discussed and those are 
overcome by our propose design along with 
prototype implementation. The achieved 
results justifies the preserving the location 
privacy of the user in location based social 
application on trusted server with effective 
encryption mechanism suitable multiple 
mobiles. The location transform creates a 
fake location which makes the unauthorized 

user to difficult in convincing the policy and 
the encryption enables in tracking those 
unauthorized user from accessing the stored 
data in the server. The simple mechanism 
and overall performance states the proposed 
system is more suitable for both synthetic 
and real-world LBSA traces when compared 
to the existing methods.  
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